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'K Innostage NporHo3npyeT 3HauYnTeNbHbIV POCT pbiHKa MHpopMaLMoHHOoN 6e3onacHocTy B Poccun B 2022 rogy. B
4yacTHOCTH, B cermeHTe Security Operations Center (SOC).

Cpefy fpaiiBepoB pbiHKa 3KCNepTbl KOMMaHu1 OTMeYatoT BO3POCLIME aTaku 3/10yMbIlL/IEHHUKOB. COrnacHo
nccnefoBaHusaM, O4HN TONbKO aTaku Ha rocopraHbl ¢ sHBaps no mai 2022 roga seipocnu noutu B 10 pa3. Kpowme Toro,
aTaku CTaHOBATCA COBEpPLUEHHEee, a UX TaKTUKN — padHoobpasHee. B pe3ynbTare pacTyT NOTPEOGHOCTY OpraHn3auuii B
CpeAcTBax u cepBucax 3aluThbl.

CWbHO BMUSIET Ha PbIHOK M YXO[ 13 Poccun MHOCTPaHHbIX pa3paboTumKoB CpeCcTB 3awunThl. Takux kak McAfee, PaloAlto,
Microsoft, IBM, ESET, Fortinet n Cisco Systems Inc. lNMpekpalieHve aeaTeNlbHOCTU B CTPpaHe NHOCTPaHHbIX BEHA40POB
CHW3WMO YPOBEHb A0BEPUS K HAM POCCUIACKNX NPeanpuaTUil 1 60MbLUMHCTBO U3 HUX HE TOTOBbI PaboTaTk C 3apy6erKHbIMM
peleHnaMK, fadke ecin nx pa3paboTunkn BO30OHOBAT AeAaTenbHOCTb B Poccun. O6 3TOM CBUAETENLCTBYIOT 3as9B/IEHUS
npeacTasuTenell KomnaHuii, paboTarwwmx B OTpac/sx, Ha KOTOpble OpUeHTMPOBaH Innostage.

«bu3Hec cTpaHbl CerofHA Hale/leH Ha MMNopTo3amMeLleHrie NporpaMMHoro obecneyeHnsi. OT NOKYMKU OTeYeCTBEHHbIX
NPOAYKTOB €r0 HE OCTAHAB/MBAIOT Aa>Ke pPacTylme LeHbl POCCUACKMX pa3paboTumKoB. Takke B KOMMaHUSAX O4EHb CUTbHO
0XXUOA0T NOSBEHUS POCCUINCKMX aHAI0roB 3apybeXkHbIX NMPOAYKTOB, HAXOAAWMXCA Ha cTaaumn pa3paboTku. Mpuyem nx
roToBbI NpuobpeTarb 1 TecTmpoBarb ¢ 6onee cnabbiM, YeM y aHasIoros, pyHkKUMOHaoM. MNpasaa, ectb ycnosne —
onepartnBHasi gopaboTka A0 HE06XO04MMOro COCTOSIHUSA», — 0TMeYaeT AHTOH Ky3bMuH, pykoBoauTesnbs LleHTpa
npepoTBpalleHns knbepyrpo3 CyberART MK Innostage.

AKTMBHOMY POCTY pblHKa& MHADOPMALMOHHON 6€30NacHOCTM He MeLaloT JaXke BbIPOCLWNE CPOKM NMOCTABOK U LieHbI
pOCCUIACKNX CPeACTB 3awmTbl nHdbopMauun. Mo JaHHbIM aHaIMTUKOB, C MapTa 3TOro roa OHY YBENNYUAUch 6onee 4yem Ha
20%. OgHaKo poCT pacxoAo0B Ha MHPOPMALMOHHY 6e30MacHOCTb HE CTasl HEOXKUAAHHOCTBIO A/19 POCCUIACKUX KOMMAaHWIA.
O6 3TOM roBOpPAT AaHHble nccnefoBaHust, nposeaeHHoro PwC B KoHLe 2021 roga. 65% poccuiickux KomnaHuia
npeanonaranu, 4To B 2022 rofy vx 3aTparbl Ha 3awWuTy nHopMauuy NPoAo/KaT yBeIMumBaTbCs. B To »Ke Bpewms,
NpUYMHa NOBbLIWEHNSI PACXOA0B BblNa A/15 HUX HEOXKMUOAHHOW: pe3Koro yxoga n3 Poccun 3apybexkHbIX BEHA0POB HUKTO He
MOT CMPOrHO3MpoBaTh.

Hawvb6onee BocTpe60BaHbl B NOC/EAHNE MECSLbI aHTUBUPYCh! Y CKAHePbl YA3BUMOCTEN. TakXe MOoBbILWEHHbIM CPOCOM
nonb3ytTcsa MeXkceTeBble akpaHbl (Next Generation Firewall). OueHb nonysapHbI peLeHns Aas 6e30nacHoro yaasieHHoro
[0CTyna, cCooTBETCTBYOWME KoHUenumn ZTNA — Tpebytolime NoATBEPXKAEHNSA AaHHbIX OT NONb30BaTeNst UM ycTpoincTea
npw 3anpoce AocTyna. Takke pacnpocTpaHeHbl 3aKasbl Ha cUCTeMbl NPoTUBoAeincTBns DDoS—atakam, 3aWwmnTsl OT
B3n10moB (Web Application Firewall), MOHAUTOpVHIa 1 pearnpoBaHus Ha UHLUOEHTbI.

3HaunTeNbHO yBennumBaeTcsa crnpoc Ha ycnyrn Security Operations Center (SOC) — cUTyauUMOHHbIX LLEHTPOB
NHpopMaLMOHHON 6e30nacHOCTU. Takne LLeHTPbl KPYr/I0CYyTOYHO MPOBEPSIOT, HACKOIbKO 6e30MacHbl MHDOPMaLOHHbIE
pecypcbl opraHm3aummn. Takyke OHU MPOBOAAT MOHUTOPVHT CPELCTB 3aWmThl MHpopMaLmmn 1 pearmpyoT Ha
KNGEepUHUNAEHTLI. Bbicokas noTpebHOCTb B ycnyrax SOC cBsizaHa C TeM, YTO BU3HeCy He XxBaTaeT KOMMEeTEeHUU B
obnactv nHPopMaLMOHHO 6e30NacHOCTM, B TO BPEMST KaK KONMMYECTBO aTak pacTeT. AdPeKTUBHOCTb Takux LIeHTPOB
OLEHMBAIOT NP NOMOLLM CTaHAAPTHOro Habopa napamMmeTpPoB: BPEMEHW PeakLMn Ha UHUWAEHT, ero paspelleHuns u
OnoBeLLeHNs 3aKkasumka. OgHaKo ceivac KIMeHTbl XOTAT 6bITb 6oee yBepeHHbIMU B SOC.

«Bbun3Hec XAeT cerofHs He npocTo CPeAcTB 3alunTbl U YCNYyr MOHUTOPUHTa 6e30MacHOCTH, a KOMM/IEKCHOro obecneyeHus



KnbepycToiiunocTtu. Ceiiuac Tak NPOUCXOAUT AaNIEKO He Beerga: B 60/IbIUMHCTBE CllydaeB KOMMaHUM NosyyatoT coobuieHumst
06 y>Ke COBEpLIEHHbIX atakax», — pacckasbliBaeT AHTOH Ky3bMUH.

UTo6bl NpeanaraTb PblHKY KOMMIEKCHOE obecneyeHne KnbepyctonunsocTu, MB-komnaHmam Heo6xoaumo 60/bLie
crneymanncToB No MHAOPMaLMOHHOW 6e30MacHOCTM, KOTOPbLIX, Kak 1 npeacTtasuTenen VT-npodoeccuii, Ha pbiHKE OCTPO He
xBaTaeT. [MomMoyb pelnTb AaHHY NPo6iemMy MOXKET 60/1ee TeECHOe COTPYAHUYECTBO C By3aMu.

O rpynne komnaHnun? Innostage (https://innostage-group.ru/)

"pynna komMnaHun? Innostage cneuuannsvpyeTcs Ha peleHny 3agad B obnactu knbepbesonacHoctu. B pelituHre CNews
Security komnaHusa 3aHuMaeT 12 mecTo, a Takke 4 nosununo cpean VIb-nHterpatopos. Kntouesble HanpasieHus
[eATeNbHOCTN: MHIopMaLoOHHas 6e30MacHOCTb, BHeAPEHME CPEACTB 3awWmnTbl MHAIOpMaLyn, CUCTEMHAsA MHTerpaums,
6e3onacHocTb ACY TI1 1 KOMMNIEKCHBIX NHXXEHEPHO-TEXHMYECKMX cpencTB. Odomckl pacnonoxkeHsl B KazaHn, Mockse,
KpacHopgape, ViHHononvce.

Cpegu knneHToB KomnaHuu: NMAO «HK «POCHE® Tb», NMAO «PocceTtu», Mockopnopauus «Pocatom», MAO «rasnpom»,
MAO «TpaHcHedTb», MAO «MHTep PAO», NMAO «CUBYP XonguHr», AO «I"asnpombaHk», MAO «AK BAPC» BAHK,
MpaButenscTBo r. MockBebl, MpaBuTenscTBO Pecny6inkn TaTapcTaH.

Ha 6a3e 'K Innostage pyHKumnoHupyeT LieHTp npeaoTepalleHuns knbepyrpos CyberART, oTBevatowmn? 3a MOHUTOPWIHT 1
6bICTPOE pearmpoBaHvie Ha HUMAEeHTbl VIB. CneunanncTbl MPoBOAAT aHaIn3 3aWmILeHHOCTU U TECTUPYIOT KOMNaHUM Ha
NPOHVKHOBEHME 3/10yMbIWeHHNKOB. CyberART sBnsietcs ueHTpom FocCOIMKA n obecneurBaeT 6e30MacHOCTb 06BHEKTOB
KPUTUYECKOWN MHADOPMALMOHHON NHPPaCTPYKTYpPbI.

MocTosiHHasA cebinka Ha MaTepuan: http://smi2go.ru/publications/145855/
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